NudpopmanuoHHas MaMATKA
1JIA pa3MelleHus Ha opunuanbHbIXx UHTEepHeT-pecypcax

C KaXJbpIM rofiloM MOJIOZEKH B MHTEPHETE CTAHOBUTHCS OOJIbILE, A IIKOJIbHUKHU OHU U3 CaMbIX
aKTUBHBIX ITOJIb30Barened Pynera. Mexy TeM, HOMHMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
UHTEpHET HeceT U NpolieMbl. DTa aMsaTKa JODKHA IOMOYb TeOe 0€3011acHO HaXOAUTHCS B CETH.
KoMnbrorepHbie BUPYChI

KoMmmnbloTepHBIi BUPYC — 3TO Pa3sHOBUAHOCTb KOMIIBIOTEPHBIX IIPOIPaMM, OTIWYMUTEIILHON
0COOEHHOCTBIO KOTOPOH SIBJIIETCS CIOCOOHOCTh K Pa3MHOXKEHUIO.

B nmomonHeHre K 3TOMY, BUPYCHI MOT'YT MOBPEIUThH WIH MOJHOCTHIO YHUUYTOXKHUTH Bce (Dalibl u
JaHHbIE, TOJKOHTPOJIbHBIE MOJIb30BaTeNi0, OT UMEHHM KOTOPOro Obljia 3amylleHa 3apakEéHHas
nporpamma, a TakKe MOBPEIUTh WIM JaXe YHUYTOXKHUTHh ONEPALMOHHYIO CHUCTEMY CO BCEMU
daitnamu B 1ienoM. B OonbIIMHCTBE c1y4yaeB paclipoCTPaHSIOTCA BUPYChI Yepe3 HHTEPHET.

MeTop! 3alMThI OT BPCIOHOCHBIX ITPpOIpaMm:

1. Hcnonb3yil coBpeMEHHbIE OIEPALMOHHBIE CHUCTEMBl, UMEIOIUE CEpPhE3HBIA YpPOBEHB
3alllUThl OT BPEAOHOCHBIX IPOrpamm;

2. TlocrosHHO ycraHaBnMBail mna4yTu (LMQPOBBIE 3alaTKU, KOTOPbIE AaBTOMAaTHYECKH
YCTaHABJIMBAIOTCS C IIENBI0 JOpaOOTKH MPOrpamMMbl) M Jpyrue OOHOBICHHS CBOECH
orepanuoHHoi cuctembl. CKauMBaii MX TOJBKO C OPHUIIMAIBHOTO caiiTa pa3paboTdmKa
OC. Ecnu cyuiecTByeT pexHuM aBTOMAaTHYE€CKOr0 OOHOBJICHHUS, BKIIIOUYH €I0;

3. Paloraii Ha cBOeM KOMIIBIOTEpE IOJ] IPaBaMH TOJIb30BATENs, a HE aJIMUHUCTpATopa. JTO
HE IO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX IPOrpaMM HHCTA/UNIUPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE NPOTPaMMHBIE IMPOAYKTHI HM3BECTHBIX INPOU3BOIUTENCH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannyb GpU3NUECKUi TOCTYN K KOMITBIOTEPY JUIl IOCTOPOHHUX JIMIL;

Hcnonp3yil BHELIHUE HOCUTENHU MH(OpMaAIUH, Takhe Kak (remka, AUCK win ¢Gain u3

MHTEPHETA, TOJIKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He otkpbIBail KOMIBbIOTEpHBIE (DaiiiIbl, TOTYYEHHbIE U3 HEHAIEKHBIX UCTOUYHUKOB. Jlaxe
Te (paiiiabl, KOTOpBIE MpHUCTAT TBOM 3HAKOMBIN. Jlyurie yro4HM y HEero, OTHPABIISI JU OH
Tebe ux.
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Ceru WI-FI

Wi-Fi - 510 He BU nepeaadyn JaHHBIX, HE TEXHOJIOTHS, a BCETro JIMIIbL OpeH 1, mapka. Emre B 1991
roly HuUJepiaHAcKas KoMmaHus 3apeructpupoBana Openn «WECA», uto o0o03Ha4ano
cnoBocoyeranue «WirelessFidelity», koTopblil mepeBoaUTCs Kak «OeCpOBOIHAS TOYHOCThY.

Jlo Hamero BpeMeHHu Jomuia apyras abOpeBuarypa, KOTopas sIBISIETCS TaKOH kK€ TEXHOJIOTHEH.
D10 abOpeBuarypa «Wi-Fi». Takoe Ha3BaHuWe OBLJIO JaHO C HAMEKOM Ha CTAaHJAPT BBICIIUN
3ByKoBo# TexHuku Hi-Fi, 4To B mepeBojie 03HaYaeT «BBICOKASI TOYHOCTHY.

Ha, OecriaTHBIA HWHTEPHET-AOCTYN B Kade, OTeNsIX M a’poroprax SBISETCS OTIUIHOU
BO3MO)KHOCTBIO BBIXOJIa B MHTEPHET. HO MHOTHE SKCIIEPThI CUUTAIOT, YTO 001Iea0CcTymHbie Wi-Fi
CETH He SBISIOTCS 0€30MMaCHBIMU.

CoBeTblI 10 6e30MmacHOCTH paboTe B 00MIe0CTYMHBIX ceTsax Wi-fi:
1. He nepenasaii cBoro anuHyro nHpopmaruio yepe3 oduenoctynusie Wi-Fi cetu. Paboras

B HHUX, JKEJIaT€JIbHO HE BBOAUTH MAPOJIH JTOCTYIIA, JIOTUHBI U KAKKE-TO HOMEPA;
2. Hcnonp3yit u OOHOBIS aHTHBHpPYCHBIE TPOTrpaMMbl W OpaHamayep. TeM caMbIM ThI



o0e3omacuib cedst OT 3aKa4Ku BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpm wucnomnb3oBanuun Wi-Fi otkmoun ¢yHkmuo «OOmmit goctyn Kk dainam u
npunTepam». JlaHHas QYHKOUS 3aKpbITa 10 YMOJYAHHWIO, OJHAKO HEKOTOphIC
MOJIb30BATENU aKTUBUPYIOT €€ /Ui yA0OCTBa UCIIOIb30BaHUA B paboTe UK yueoe;

4. He ucnone3yii myonuunsiii WI-FI 11 nepenaun TUYHBIX JaHHBIX, HAIPUMED JJIs BBIXO/1A
B COLIMAJIbHBIE CETH WM B BJIEKTPOHHYIO TIOUTY;

5. Hnone3y#t Tonbko 3amuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP, T.e. npu nHabope
BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunbHOM Tenedone orkimoun ¢pynkuuio «llogkmouenne k Wi-Fi aBromarndecku».
He momyckaii aBTOMaTW4yecKoro MOIKIIIOUEHHUs ycTpoucTBa Kk ceTsiMm Wi-Fi 6e3 TBoero
comacusl.

CoumnajnHble ceTH

CouuanbHble CETH aKTUBHO BXOAST B HAIlly >KW3Hb, MHOTHE JIIOIM PabOTAlOT U KUBYT Tam
noctosiHHO, a B Facebook yxke 3apeructpupoBaH MUJUIMApA YENIOBEK, YTO SIBISIETCS OTHOMN
CeIbMOMU BCEX KUTEJIEU TIJIAHETEI.

MHorue Moab30BaTeIu HE IIOHUMArOT, 4TO I/IH(I)OpMaLII/ISI, pasMClICHHasd MMH B COLIHAJIbHBIX
CCTAX, MOXCT OBITh HaliicHa W HCIIOJIb30BaHa KEM yroadso, B TOM 4YHUCJIC HEC 00s13aTeNbHO C
OnaruMu HaMCPCHUAMMU.

OCHOBHEBIE COBETHI 110 0€30I1aCHOCTH B COIMaJIbHBIX CCTAX:

1. Orpanuyb coucok apy3eil. Y T1e0s B Jpy3bsX HE JOMKHO OBITh CIy4YailHBIX U
HE3HAKOMBIX JIFOJEH;

2. 3ammiai CBOIO YaCTHYIO JKM3Hb. He yka3wiBail mapomnu, TesedoHsl, agpeca, 1aTy TBOCTO
POXACHUS U APYryI0 JUYHYIO WHGOpMAIUIO. 3I0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh
Jaxke HH(HOPMAITUIO O TOM, KaK Thl U TBOM POJTUTEIN TUIAHUPYETE MMPOBECTH KAHHUKYIIHI,

3. Bammiai cBOIO permyTaluio - AepkKH ee B UNCTOTE U 3a7aBail cebe BOMpoc: XOTelN OblI ThI,
yTOOBI IPYTHE MOJIH30BATENId BUIEIH, UYTO ThI 3arpyxkaemb? [lomymaii, mpexae yem urto-
TO ONyOJIMKOBATh, HAMMKUCATH U 3arPY3UTh;

4. Ecnu ThI TOBOPHIIB C JIIOABMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIB3YH CBOE pPEaIbHOE UMS U
JIPYTYIO TUYHYIO HHPOPMAILIMK: UMS, MECTO KHUTEIbCTBA, MECTO Y4eObI U MpoYee;

5. HzGerait pazmemienus ¢ororpaduii B iuTepHere, rae Thl W300paxeH Ha MECTHOCTH, IO
KOTOPOM MOKHO OIPEIEIUTh TBOE MECTOIIOJIIOKEHNUE;

6. Ilpu perucrpanuui B COIMATBHONW CETH HEOOXOIMMO HCIOJB30BaTh CIIOKHBIC TApOJIH,
cocrosue u3 OykB U U(p U ¢ KOJTMYECTBOM 3HAKOB HE MeHee §;

7. Jlna coluanbHOM CETH, MOYTHI M JIPYTUX CANTOB HEOOXOAUMO HCIIOJIB30BAaTh Pa3HbBIC
naponu. Torma ecnu TeOS B3IOMAIOT, TO 3JOYMBIIUIEHHUKH TOJYYaT JOCTYI TOJBKO K
OJIHOMY MECTY, & HE BO BCE Cpa3sy.

JJIeKTPOHHBbIE IeHbI' U

SHCKTpOHHLIC JCHBI'M — OJTO OYCHb y,[[O6HLII>i CIIoco0 HJ'IaTe)KefI, OJHAKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJIYYHUTH O3TU ACHBI'U.

SJ'IGKTPOHHI)Ie JCHbI'M TIOABHJIIMCH COBCEM HCAABHO H HWMCHHO H3-3a OTOI0 BO MHOI'HMX
rocyaapCTBax 40 CUX IOPp HE MPOIIMCAaHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, IJIE€ UX PA3JIEsAI0T Ha
HECKOJIbKO BHUJIOB — aHOHHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercs MNPOBOAUTH oOlepanuu 0e3 HIACHTHU(QHUKAIMK TOoJb30BaTess, a B He
AQHOHUMHBIX UACHTU(PHUKALNS OJIH30BATENS SBISETCS 0053aTebHOM.



Takoke ciemyer pa3nuyaTh EKTPOHHbBIE (PUaTHBIC IEHBIU (PaBHbBI TOCYIAPCTBEHHBIM BaJIOTaM)
U 2JIEKTPOHHBIE HE(PHATHBIE IEHbIU (HE PaBHBI FOCYIapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 10 O€30MaCHOM pa60Te C JJICKTPOHHBIMU JCHbI'aMU:

1. TlpuBsku K cuyeTy MOOWIBHBIA TeneoH. DTO caMblii yoOOHBIH W OBICTPBIN CIIOCOO
BOCCTAHOBHTB JIOCTYIl K cueTy. [IpuBsi3anHbIid TeneoH MOMOXET, eclii 3a0yJenb CBOU
IJIATEKHBIN apOJb WIK 3aieIIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. HWcnone3yit omHOpaszoBbie maponu. [lociie mepexona Ha yCUICHHYIO aBTOpPH3alUio TeOe
yKe He OyJIeT yrpoXkaTh OMacCHOCTh KPaXKu WJIM NepexBara IIaTeKHOro MapoJis;

3. Bribepu cnoxuslii naposs. [IpectynHukam OyaeT He MPOCTO yrajaaTh CIOKHBIA Mapoib.
Haznexxnble mapoiau — 3TO mapoiiu, KOTOPhIE CoiepKaT He MeHee 8 3HAKOB U BKIIIOYAIOT B
ce0s CTPOUYHBbIC U MPOMHCHBIE OYKBBI, IU(PHI U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAK
noJutapa, pyHTa, BOCKIUIATEIbHBIN 3HaK U T.I1. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JJAHHBIE HA caillTaX, KOTOPBHIM HE JJOBEPSICIIIb.

DJIEKTPOHHAA MOYTA

OJNEeKTpOHHAs MOoYTa — 3TO TEXHOJIOTUS U IPEeJOCTaBIseMble €0 YCIYrH IO IMEpPEChUIKE U
MOJTyYEHUIO AJIEKTPOHHBIX COOOILEHUH, KOTOPbIE PACIPEAEIISIIOTCS B KOMIIBIOTEPHON CETH.

OOBIYHO ~ 9NEKTPOHHBIA  TMOYTOBBIM  SIIMK  BBIDNISLAMT — CJIEAYIOIIUM  00paszoMm:
UMs_TIOJIh30BATEISI(@UMS_IOMEHA.

Taxxe kpoMme nepesadu IpoCcToro TEKCTa, UMEETCsl BO3MOXKHOCTD I1epe/iaBaTh (Pailsibl.

OcHOBHBIE COBETHI 110 6€301acHOi paboTe ¢ ANEKTPOHHOMN MOYTOI:

1. Hanmo BBIOpaTh MpaBWIIBHBINA TTOYTOBBIA CEepBHC. B MHTEpHETE €CThb OrpOMHBIA BBIOOP
OecrlaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIy4llle JIOBEPATH TEM, KOI'O 3HA€lllb M KTO
NIEPBBII B PEUTHUHIE;

2. He yka3pBail B nuuyHON moute nuuHylo wuH(popmanuto. Hampumep, mydmne BbIOpaTh
«My3BIKaJIbHBIN _(panat@» ummn «pok2013» BMecTo «remal3»;

3. Hcnonp3yit IByXdTaHY0 aBTOPHU3ALKI0. JTO KOTIa TOMUMO Tapoisi HY’)KHO BBOIIUTH KO/,
npucbUIaeMblil mo SMS;

4. BpiOepu croxHbId maposnb. JlJis KaXXIOro MOYTOBOTO SIIMKAa JODKEH OBITh CBOM
HAJCKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJib;

5. Eciu ectb BO3MOXKHOCTH HamMcaTh CaMOMY CBOM JIMYHBIM BOIPOC, MCMOIB3YH 3Ty
BO3MOKHOCTB;

6. HMcnonp3yil HECKONBKO TMOYTOBBIX SIIUKOB. llepBeIii [UIi 9acTHOW TEPENUCKU C
azpecaraMy, KOTOPBIM Thl TOBEPSAECIIb. JTO MEKTPOHHBIN aJpec HE HAJ0 HCIIOJIb30BaTh
IIpU perucTpanuu Ha Gopymax U cairtax;

7. He otkpsiBaii Qaiiibsl 1 Apyrue BIOKEHHUs B MUCbMax JIaXKe €CIU OHHM MPUILTH OT TBOUX
npyseit. Jlyuie yrouHu y HUX, OTTIPABIISIIN JIK OHU TeOe 3TU (Paiiiibr;

8. Tlocne okoH4aHus pabOTHI Ha MOYTOBOM CEpPBUCE MEpe]] 3aKPHITHEM BKJIAJIKH C CATOM He
3a0yap HaXXaTh Ha «BeIATHY.

Ku0epOy1iuHr nim BUPTyaJbHOE H31eBATEIbCTBO

KI/I6ep6yJ'I.HI/IHF — HOPCCICTOBAHUC COO6H.[CHI/I}IMI/I, coacCpIKallMuMun OCKOp6.HCHI/I$I, arpeccuro,
3allyTUBAHUEC, XYIUTAaHCTBO, COLOMUAJIBHOC 6017IKOTI/Ip0BaHI/Ie C MMOMOMIBIO PA3JIMYHBIX WMHTCPHET-
CCPBUCOB.

OcHoBHbIE COBETHI 110 60pHOE C KHOEPOYIITUHTOM:



1. He Opocaiics B 60ii. JIyummii cioco0: mMOCOBETOBAThCS KaK ¢e0sl BECTH U, €CJIU HET TOTO,

K KOMY MOXKHO OOpaTUThCS, TO BHadajie yCIOKOUTbCA. Ecnu Thl HayHemb OTBeyarb

OCKOpOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €lIe OOJbIIe Pa3oisKellb KOHIINKT;

VYrpasisii cBoeit kubeppernyTaiuei;

3. AHOHMMHOCTb B ceTH MHHUMas. CyIIecTBYIOT CIOCOOBI BBISICHUTh, KTO CTOWUT 3a
AQHOHMMHBIM aKKayHTOM;

4. He cTouT BeCcTH XYyIUTaHCKUH 00pa3 BUPTyaJbHOW >XKM3HU. VIHTEpHET (UKCHpYEeT Bce

TBOM JICUCTBUS U COXpaAHSET UX. YAAIUTh UX OyleT KpaliHe 3aTpyAHUTEIbHO;

Co0bumro1aii CBOM BHPTYAIBHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeratuB. OQHOpPA30BbIE OCKOPOUTENbHBIE COOOIICHUS JIy4Ile
urHopupoBarb. OOBIYHO arpeccus NpeKpamaeTcst Ha Ha4aaIbHON CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILEHUSMH, B COLIMAJIBHBIX
CETAX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPABKU COOOIEHUI! C ONPENIETICHHBIX aJPeCcoB;

8. Ecim Thl cBuzmerenp kubepOymuiunra. TBoum  OeHCTBUS:  BBICTYIUTH IPOTHB
IpeciieoBaTels, IoKa3aTb €MY, UTO €r0 AEMCTBUS OLIEHUBAIOTCS HEFATUBHO, ITOAJEPKATh
JKEPTBY, KOTOPOW HYXKHA ICUXOJIOTUYECKAasi IMOMOIb, COOOIIUTH B3POCIBIM O (aKTe
arpecCUBHOIO IOBECHUS B CETH.
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MoOuabHbliii TesiegoH

CoBpemeHHbIE CMapTPOHBI U IJIAHILIETHI COAEPKAT B cede BIIOJIHE B3POCHbIA (PYHKIIMOHAT, U
TENepb OHU MOTYT KOHKYPHUpPOBaTb CO CTAl[MOHAPHBIMU KoMmIbioTepamu. OJIHAKO, CPEICTB
3alUTHI J1 TOJOOHBIX YCTPOUCTB MOKA OUYEHBb MAJIo.

TecTupoBaHMe U IOUCK YA3BUMOCTEH B HUX IIPOMCXOIUT HE TaK MHTEHCUBHO, Kak i [1K, To e
camMoe KacaeTcs U MOOUJIbHBIX MPUIIOKEHUH.

CoBpemeHHbIE MOOHIIbHBIE Opay3ephl YK€ MPAKTUYECKU JIOTHAIU HACTOJIbHBIC aHAJIOTH, OJHAKO
pacmpenue GpyHKIMOHAJa BICUET 3a CO00M OONBIIYIO CIIOKHOCTh M MEHBIIIYIO 3aIIUIICHHOCTD.

J:[aJ'IGKO HE BCC TMPOMU3BOAUTCIN BBIITYCKAIOT O6HOBJ'I€HI/I$[, 3aKpBIBAOIINEC KPUTHYCCKUC
YA3BUMOCTHU U1 CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI JIst 0€301MaCHOCTH MOOMIILHOTO TenedoHa:

1. Hwuuero He sBIsieTcsa Mo-HacTosAlleMy OecriaTHBIM. Byas ocTopokeH, Benp Korma tebe
npeasaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKpBITBI KaKHMe-TO IUIAaTHbIE
YCIIyTH;

2. Nymaii, npexnae 4eMm otnpaButb SMS, ¢oro uam Bujaeo. Thl TOYHO 3Haelllb, TA€ OHU
OyayT B KOHEYHOM HTOTE?

3. HeoOxoanMo 0OHOBIISATH ONEPALIIOHHYIO CHCTEMY TBOETO CMapT(oHa;
4. Vicnonb3yih aHTUBUPYCHBIE IPOrPAMMBI JUIsl MOOMJIBHBIX Telle()OHOB;
5. He 3arpyxail npuwiokeHHs OT HEM3BECTHOIO HMCTOYHHUKA, BElb OHM MOTYT COJEp>KaTb

BPEIOHOCHOE ITPOrpaMMHOE 00ECIICUCHHE;

6. Ilocie Toro kak THI BBIHJACHIH C CaiiTa, TI€ BBOAWI JIMYHYIO WH(GOPMAIUIO, 3aiiid B

HACTPOWKHU Opay3epa u yzmanu cookies;

[lepnonuuecku npoBepsiii KaKUe TUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Magaii cBOif HOMEp MOOWIIBLHOTO TeJe(OHa TOJIBKO JIFOASM, KOTOPBIX Thl 3HACIIh H KOMY
JIOBEPSICILIb;

9. Bluetooth momkeH ObITH BBIKITIOUEH, KOT/Ia THI UM HE TOJb3yenibcsi. He 3a0biBaii mHOTIA
MIPOBEPATH 3TO.

~

Online urpst

COBpeMeHHBIe OHHaﬁH-HFpLI — OTO KPAaCOYHBIC, 3aXBAaThIBAIOIINEC Pa3BJIICUCHU, O6’beHI/IH$IIOHII/Ie



COTHH THICSY YEJIOBEK MO BceMy MUpY. Irpoku MCCIeAyIoT AaHHBI UM MU, OOLIAIOTCS APYT €
JIPYrOM, BBIIOJHSIOT 3aJaHusl, CPAXKAKTCS ¢ MOHCTPAMH M MOJYYaroT OMNBIT. 3a YIOBOJIBCTBUE
OHH TUIATAT: OKYMAIOT AUCK, OIJIAYMBAIOT ADOHEMEHT MJIH MIPHOOPETAIOT KAaKNUEe-TO OIIIHH.

Bce atu cpencta uayT Ha MomJepKaHUE W Pa3BUTHE MIPHI, @ TAKXKE HA caMy O€30MacHOCTb:
COBEPILIEHCTBYIOTCA CUCTEMbl aBTOPU3AllMH, BBIYCKAIOTCA HOBBbIE MaTuu (LU(PPOBBIE 3aILUIATKU
JUIsL IPOTPAMM), 3aKPBIBAOTCS YSI3BUMOCTHU CEPBEPOB.

B HO,I[O6HBIX HUrpax CTOMUT oIlacarbCsa HE CTOJIBKO CBOUX COIICPHHMKOB, CKOJIBKO Kpa>Xh TBOCTO
apoJisd, Ha KOTOPpOM OCHOBAaHAa CUCTEMa aBTOpHU3allun OOJIBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnm npyroiif urpok BeaeT ceds IIoxXo WK co3/1aeT Tede HEeNPUATHOCTH, 3a0JI0KUPYil ero
B CIIUCKE UI'POKOB;

2. Tloxamyiics aIMHHHUCTPATOpPaM WUIPHI HA IJIOXOE MOBEACHHE 3TOr0 UTPOKA, KEIATEIbHO

IIPWIOKUTH KaKHEe-TO J0Ka3aTelbCTBA B BUJIE CKPUHOB;

He yka3piBaii mnuHyto HHGOpMAIUIo B mpodaiiie urpsi;

YBaxkail Apyrux y4aCTHUKOB 110 UIPE;

He ycranaBnuBaii HeopuMaabHbIE TATYX U MOJIBI;

Hcnonp3yil C10kKHBIE U PAa3HBIE 1IAPOJIN;

Jaxe BO BpeMs HUIPbl HE CTOMT OTKJIKOYATh aHTUBUpYC. [Ioka TBI Wrpaems, TBOH

KOMIIBIOTEP MOTYT 3apa3uTh.

No ko

@OUIIMHT WK Kpaka JUIHbIX JaHHbIX

OObIyHON Kpakel JeHer M JIOKyMEHTOB CETOAHS Y)K€ HUKOro He yauBufilb, HO ¢ pa3BUTHEM
MHTEPHET-TEXHOJOTUN  3JIOYMBILUICHHUKM IIE€PEMECTUINCh B HHTEPHET, W IPOAOJIKAIOT
3aHUMATBCS «JTFOOMMBIM» JIETIOM.

Tak mosiBUIack HOBasl yrpo3a: HHTEPHET-MOILIEHHUYECTBA WU (DUIIMHT, IJIaBHAsl 1eJIb KOTOPOTo
COCTOWT B MOJYYECHUN KOH(HICHIIMATIBHBIX JaHHBIX T0JIb30BaTeleii — JIOTHHOB M TapoJjei. Ha
aHruiickoM s3bike phishing unraercs kak ¢umuHr (ot fishing — psIOHas noBis, password —
MapoJb).

OcHOBHBIE COBETHI 110 OOPHOE C PUIIUHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim TBI mOmo3peBaeiib, 9TO TBOSI aHKeTa OblIa B3JIOMaHa,
TO HE0OXOMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak
MOKHO CKOpE€;

2. Hcnonp3yit OezomacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB M TTOMCKOBBIX
CHCTEM;

3. Hcnonp3yit ciiokHBIE W pa3Hble Mapoid. TakuMm 00pa3oM, eciu TeOs B3JIOMAIOT, TO
37I0yMBIIIUIEHHUKY MOJTy4ar JTOCTYN TOJBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO
BCEM;

4. Ecmu Te0s B31OMajH, TO HEOOXOAUMO MPEAYNPENUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE

no0aBIeHB! y T€Os B APY3bsIX, O TOM, UTO T€Os B3JIOMAH M, BOSMOXKHO, OT TBOETO HMEHHU

Oy/ieT pacchbUIaThCs CIIaM U CCHUIKHM Ha (PUILMHTOBBIE CAlThI;

YcranoBu HaaexHbI napois (PIN) Ha MoOuIbHBIN TenedoH;

OTxITI0YM COXpaHeHHe napois B Opaysepe;

7. He oTkpbiBaii (ailiiel 1 APYTHe BIOKEHHS B TIHChMaX JIa)Ke €CIIM OHH MPHUIILTH OT TBOUX
npys3eit. Jlyuiie yro4Hu y HUX, OTIIPABIISUIN JIM OHU Tebe 3TH (ailibl;

o o

Hudposas penyranus



[ludpoBast penmyramusi - 3TO HEraTWBHAs WIM TO3UTHUBHas HMHQOpMAIMs B ceTH O Tebe.
Komnpomerupyromas uHpopManus pa3MelleHHass B HHTEPHETE MOXET CEpbEe3HbIM 00pa3oM
OTPAa3UTHCS HAa TBOEH PEAIIbHOU KU3HMU.

«u¢posas pemyramus» - 3T0 TBOH UMUK, KOTOPBIH GopMupyercs u3 nuHpopmanuu o tede B
UHTEPHETE.

TBOE MECTO JKUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOXKEHUE, OCOOCHHOCTH Xapakrepa M
pacckasbl 0 OJIM3KUX — BCE 9TO HAKAIUIUBACTCS B CETH.

MHorre mOIPOCTKU JIETKOMBICJICHHO OTHOCATCS K ITYOJUKAIMK JUYHOW HWHGOpPMAalUK B
NHutepHeTe, HEe MOHMMAs BO3MOXKHBIX MOCIEACTBUM. Thl 1ake HE CMOXELIb JOTagaTbCs O TOM,
yTo (hororpadus, pazMelieHHas 5 JIeT Ha3a/, cTaja IPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuu, pazmenienue TBoux ¢ororpaduil u Apyrue AeHCTBHS MOTYT HE HCUE3HYTh Jake
1ocjie TOro, Kak Thl UX yAajuilb. Thl HE 3HAElIb, KTO COXPAaHWI 3Ty MH(OpMaIMIO, Ionaja JIu
OHa B IIOMCKOBBIE CHCTEMbl M COXPAHWIACh JIM OHA, a IJIAaBHOE: YTO IOAYMAlOT O Tebe
OKpy»Karolllee JIOU, KOTOpble HAalaAyT U yBUAAT 3To. HaliTu mHdopmanuio MHOro jer crycrts
CMOXET JII000H — KaK M3 JOOpBIX MOOYKACHHH, TaK U C HAMEPEHHWEM INPUYMHHUTH Bpel. ITO
MOXeET OBbITh KTO YTOIHO.

OCHOBHBIE COBETHI 1O 3alIuTe I.IH(prBOﬁ peryranuu:

1. Tlomymaii, mpexae 4YeM 4YTO-TO MyOJMKOBaTh WM TepelnaBarh y cebs B Oiore Wid B
COLIMAJIBHOM CeTH;

2. B mHacrpoiikax npoduisi YCTaHOBH OTPAaHHYEHUS HA MPOCMOTP TBOETO MPOGUIS M €ro
COZIEPIKUMOTO, CIIEJIall €r0 TOIBKO «IUISl IPY3ei;

3. He pa3memaii u He yka3bpiBali HHPOPMAIIHIO, KOTOPAsi MOXKET KOrO-THO0 OCKOPOIATh WITH
00MXKarh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE ILIKOJIBHUKM — aKTUBHBIE IOJb30BaTeNN IMQpoBoro mnpocrpaHcTBa. OnHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHHME MHOTMMHU BO3MOXKHOCTSIMHU LH(POBOro Mupa Tpedyer
cOOJTIO/IeHUS TTPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMUH  «UHTENJIEKTyalbHass COOCTBEHHOCTb» OTHOCHUTCA K  Ppa3IMYHbIM  TBOPEHMSIM
YeJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300pEeTEeHUI U 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTh
Ha TPOAYKTHl M YyCIAyTW , W 3aKaH4YMBass KHUramu, QortorpadusmMu, KUHOQUIBMAMU U
MY3bIKaJIbHBIMU IIPOU3BEACHUSAMU.

ABTOpCKHE TpaBa — 3TO MpaBa Ha MHTEJUIEKTYalIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS HAyKH,
JUTEPATypPbl U UCKYCCTBA.

ABTOpCKHE TpaBa BBICTYNAIOT B KaY€CTBE TapaHTUHU TOTO, YTO MHTEJUIEKTYaJIbHBIA/TBOPUECKUN
TPy aBTOopa He OyJeT HampacHbIM, JaCT €My CIpaBeAJIMBblE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbrarax CBOETo Tpyna, NOJIYyYUTh U3BECTHOCTh U NPU3HAHUE.

Huxkro 0e3 paspernieHus aBTopa HE MOXET BOCIIPOU3BOJUTH €0 MPOU3BEACHUE, PACTIPOCTPAHSTH,
nyOoJIMYHO JIEMOHCTPHUPOBATh, MPOAABATh, HMIIOPTHUPOBATh, MYyCKaTb B MPOKaT, MyOJIWYHO
UCIIOJHSATH, TIOKA3bIBaTh/UCIIONIHATh B 23pUpe WK pazmemiars B IHTepHeTe.

Hcnonp30BaHUE <«IIMPATCKOT0» MPOrPaMMHOTO OOECHEUEHUsT MOXKET NPUBECTH K MHOTUM
pHCKaM: OT MOTEpPH JAaHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKHM TBOETO YCTpPOWCTBa, IIe
YCTaHOBJICHHBI HE JieranbHas mnporpamMma. He crtouT Takke 3a0bIBaTh, 4TO CYILIECTBYET
JeranbHble U OeCIUIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJie



CereBuuoK.p(p — TBOH TIIaBHBIN COBETYHK B CETU. 37€Ch Thl MOXKEIIh Y3HATh O OE30MACHOCTH B
CeTH TIOHATHBIM W JOCTYIHBIM S3BIKOM, a TPH BO3HUKHOBCHHH KPUTHYECKOW CHTYyaIllu
00paTuThCs 32 COBETOM. A TakKe MPUHATh Y4acTHE B KOHKYpCax M CTarb CaMbIM ITU(POBBIM
rpak iaHuHOM!



